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1-Introduction

Attaque Man in the middle

Un serveur et un client communiquent grace a un gateway

L’attaquant va se faire passer pour le gateway et recevoir toutes les informations du client et du
serveur

Usurpation ARP : une requéte ARP sera envoyée pour chercher U'adresse IP du gateway, et
Uattaquant va répondre pour se faire identifier comme étant le gateway

Le switch va enregistrer dans sa table Uadresse MAC de 'attaquant et lui envoyer toutes les
communications
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2-Empoisonnement du cache ARP avec ARPspoof

Voici les machines utilisées pource TP :

Machine

Adresse IP

Gateway

Kali

192.168.49.141/24

192.168.49.2

Client Linux

192.168.49.135/24

192.168.49.2

Serveur Linux

192.168.49.142/24

192.168.49.2

Dans le sujet :
.10 client
.20 kali

.254 Gateway

[ | kali@kali: ~/Desktop

Session Actions Edit View

[~/Desktop]

noqueue state UNKNOWN

brd ff:ff:ff:Ff:FF

oup default glen 1000

wlt glen 1000

scope global dynamic noprefixroute ethe@

red_lft 1689sec
lid_1ft for

[~/Desktop]
show
proto dhcp src
rnel scope link src

[~/Desktop]

debian@dylan: ~ Qfl = x
link/loopback 0:0@:@0:00:00:00 brd 00:00:00:00:00:00
inet 127.0.@.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
t: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 150@ qdisc fq_codel state UP gro
ip default gqlen 1eee
link/ether 8@:8c:29:a7:16:7c brd ff:ff:ff:ff.ff: ff
altname enp2sl
inet 192.168.49.135/24 brd 192.168.49.255 scope global dynamic noprefixroute
ens33
valid_1ft 1693sec preferred_1ft 1693sec
ineté fe80::20c:29ff:fea7:167c/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
lebian@dylan:~$ arp -a
rash: arp : commande introuvable
lebian@dylan:~$ arp
rash: arp : commande introuvable
lebian@dylan:~$ arp ?
rash: arp : commande introuvable
lebian@dylan:~$ ip route show
lefault via 192.168.49.2 dev ens33 proto dhcp src 192.168.49.135 metric 100
92.168.49.0/24 dev ens33 proto kernel scope link src 192.168.43.135 metric 1@
lebian@dylan:~§ ||

metric 100
metric 100

debian@dylan: ~ Q = x

debian@dylan:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/loopback @0:00:00:00:00:2@ brd 00:00:00:00:00:00
inet 127.9.@.1/8 scope host lo

valid_1ft forever preferred_1ft forever
inet6é ::1/128 scope host noprefixroute

valid_1ft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 150@ qdisc fq_codel state UP gro
up default glen 1eoe

link/ether @0:0c:29:51:b3:8d brd ff:ff:ff:ff: ff:ff

altname enp2sil

inet 192.168.49.142/24 brd 192.168.49.255 scope global dynamic noprefixroute
ens33

valid_1ft 17@6sec preferred_l1ft 17@6sec
inet6 fe8@::2@c:29ff:fe51:b38d/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever

ebian@dylan:~$ arp
bash: arp : commande introuvable
ebian@dylan:~$ ip route show
default via 192.168.49.2 dev ens33 proto dhcp src 192.168.49.142 metric 100
192.168.49.0/24 dev ens33 proto kernel scope link src 192.168.49.142 metric 1ee
lebian@dylan:~$ I
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On vérifie 'état du cache ARP :

] kali@kali: ~/Desktop

Session Actions Edit View Help

[~/Desktop]

ether] on eth®@
] on eth@®

[~/Desktop]

On reconnait notamment 'adresse IP du gateway (192.168.49.2) ainsi que son adresse MAC

00:50:56:ed:d4:67

On utilise la commande Arpspoof afin de modifier 'adresse MAC du Gateway

On dit au client que c’est kali le Gateway :

Session Actions Edit View Help

~/Desktop

[ether] on eth@
er] on eth@

~/Desktop
= 168.49.135 W4
arpspoof: 1i open_link(): /EUID @ or capability CAP_NET_RAW required

— ~/Desktop
t 1

i;udu]

d: 40

40

40
tle:9d:40
le:9d:40
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Analysons le trafic sur wireshark

On voit que lors des premiers échanges, 'adresse MAC du gateway 192.168.49.2 est
00:0c:29:1e:9d:40

Fichier Editer Vue A ure A r Statistiques Telephonie Wir Aide
AD4AdGO mABARR SexEFINE AQAaQaER

R ap

No. Source Destination Protocol Length Info
.816867500 VMware_c@:00: Broadcast 192.168.49. Tell 192.168.49.1
.828709300 VMware_c@:00: Broadcast 192.168.49. Tell 192.168.49.1
.042109700 \Mware_le:9d: _a7:16: .168. :29:1e: 0
VMware_le:9d: i g 5 .49.2 is 18c:29:1e:9d:40
.836135400 VMware_le:9d: _a7:16: . .49.2 is 18c:29:1e:9d:40
.825491200 VMware_c@:00: _le:9d: 192.168.49.2? Tell 192.168.49.1
.826465400 VMware_c0:00: :9d: 192.168.49.2? Tell 192.168.49.1
.033696700 VMware_le:9d: VMware_a7:16: 5 .49.2 is 1@c:29:1e:9d:40
.824686300 VMware_c@ 3 VMware_le:9d: 192.168.49.2? Tell 192.168.49.1
.868892700 VMware_le : :16: . .49.2 is 150:56:ed:d4:67
868483600 VMware_le:9d: _a7:16: .168.49.2 is :50:56:ed:d4:67
.868289300 VMware_le:9d: _a7:16: - .49.2 is :50:56:ed:d4:67
.868078100 VMware_le:9d: _a7:16: . .49.2 is 150:56:ed:d4:67
30.868047400 VMware_le:9d: VMware_a7 : . 49.2 1 150:56:ed:d4:67

Frame 60: Packet, 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interfa 7c @8 ©c 29 le 9d 40 ©8 06 00 o1

» Ethernet II, Src: VMware_le:9d:40 (00:0c:29:1e:9d:40), Dst: VMware_a7:16:7c (©0:08c:29: 92 00 Oc 29 le 9d 40 c@ a8 31 62
~ Address Resolution Protocol (reply) 7c c@ a8 31 87 00 00 00 00 00 00

Hardware type: Ethernet (1) 00 00 00 00 00 @0 00

Protocol type: IPv4 (@x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: VMware_le:9d:4@ (0@:0c:29:1e:9d:40)

Sender IP address: 192.168.49.2

Target MAC address: VMware_a7:16:7c (8@:0c:29:a7:16:7c)

Target IP address: 192.168.49.135

also in use by

Resolution Pr Prot Pac 76 - Affi Profil : Default

Puis ensuite, une fois U'usurpation ARP effectuée, ’'adresse MAC correspondant au gateway est
désormais 00:50:56:ed:d4:67

ARPspoof 1.pcapng

Fichier Editer Vue Aller Capture An Statistiques  Telephonje  Wireless Qutils  Aide
AdAOD0de mBR@ R >EFIHE HE 2 WE
N ap

No. Source Destination Protocol  Length Info
18.816867500 _€0:00: Broadcast has 192.168.49. Tell 192.
19.820709300 _€0:00: Broadcast has 192.168.49.2? Tell 192.
20.0842109700 _le:9d: VMware_a7:16: .168.49.2 is
22.839045000 _le:9d: VMware_a7:16: .168.49.2 is
24.836135400 _le:9d: VMware_a7:16: .168.49.2 is
24.825491200 _€0:00: VMware_le:9d: has 192.168.49. .168.49.1
25.826465400 _€0:00: VMware_le:9d: has 192.168. .168.49.1
26.0833696700 _le:9d: _a7:16: .168.49.2 is
26.824686300 @ has 192.168.
26.868892700 v
27.868483600
28.868289300 i .
29.868078100 _le:9d: 1163 192.168.49.2 is

30.868047400 VMware_a7 : 192.168.49.2 is

Frame 70: Packet, 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interfa 29 a7 16 29 le 9d 40 @8 06 00 o1

» Ethernet II, Src: VMware_le:9d:40 (©0:0c:29:1e:9d:40), Dst: VMware_a7:16:7c (00:08c:29: o 26 04 e 56 ed d4 67 ce a8 31 €2
~ Address Resolution Protocol (reply) 29 a7 16 31 87 @0 00 00 00 00 00

Hardware type: Ethernet (1) ©0 00 00 00 00 o0 00

Protocol type: IPv4 (©x0868)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: VMware_ed:d4:67 (00:50:56:ed:d4:67)

Sender IP address: 192.168.49.2

Target MAC address: VMware_a7:16:7c (9@:8c:29:a7:16:7c)

Target IP address: 192.168.49.135

C address (arp.srchw_mac), 6 byte(s) Paquets : 76 - Affichés 5.3% Profil : Default
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Maintenant nous allons dire au Gateway que c’est kali le client :

e

9d:40
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0806
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s

e

e e

e

e
W n

™

Dans Wireshark, on voit au début que 'adresse MAC du client 192.168.49.135 est
00:0c:29:1e:9d:40

Fichier Editer Vue Aller Capture Statistiques  Telephonie eless  Qutil
ADdO mARRE e EFIRE AUEa HR
amp

No. i Source Destination Protocol Length Info
VMware_ed:dd:
VMware_ed:dd
4.005900300 VMware_ed:d4
6.008671600 VMware_ed:d4:
8.011511300 VMware_ed:dd:
10.013800300 5 ) VMware_ed:dd:
12.016125000 ) VMware_ed:dd:
.018539200 . Viware_ed:dd:
.021018900 . VMware_ed:d4:
.023432800 VMware_le:9d:40 VMware_ed:dd:
.025750760 VMware_le:9d:40 VMware_ed:dd:
.028118160 VMware_le:9d:40 VMware_ed:dd:
.987604600 _ Vitware_ed:dd:
.989337300 . : VMware_ed:d4:

ol
2.002879000 8
0
]

3333333333348

Frame 2: Packet, 60 bytes on wire (480 bits), 60 bytes captured (48 bits) on interfac 00 50 56 ed d4 67 29 1e 9d 40 08 @6 @0 o1
Ethernet II, Src: VMware_le:9d:40 (@0:8c:29:1e:9d:40), Dst: VMware_ed:d4:67 (@@ I 08 00 @6 04 o0 82 29 1e 9d 4@ c@ a8 31 87
~ Address Resolution Protocol (reply) 80 50 56 ed d4 67 31 02 00 e0 o0 o0 o0 00

Hardware type: Ethernet (1) 00 00 00 00 00 00 00 0 00 00

Protocol type: IPv4 (@x0800)

Hardware s 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: VMware_le:9d:40 (00:0c:29:1e:9d:

Sender IP address: 192.168.49.135

Target MAC address: VMware_ed:d4:67 (0@:50:56:ed:d4:

Target IP address: 192.168.49.2

r MAC address (arp.srchw_mac), 6 byte( Paquets : 24

Editer Aller Al

d0 mBRRE C L4 \ W |

Length In
025750700

. 987604608 _ 7 .168.

.989337308 \VMware_le:9d: . .49, is at :8c:29:a7:16:7c
990914508 \VMware_le:9d: VMware_ed .168.49. is at ©0:8c:29:a7:16:7
992842408 \VMware_le:9d: VMware_ed:dd: .168.49. is at @9:0c:29:a7:16:7c
.994449908 \VMware_le:9d: VMware_ed:d4: . .49, is at :8c:29:a7:16:7c
643734208 \VMware_c@:ee: Broadcast .168.49.2? 192.168.49.1
387599008 \Mware_c@:8@: Broadcast .168.49.2? 192.168.49.1
.374285008 \Mware_c@:@@: Broadcast . .49.27 192.168.49.1
.662020000 \Mware_c@ Broadcast - .48.2? 192.168.49.1
.374938100 VMware_c0:00:08 Broadcast . .49.27 192.168.49.1
.376225000 \VMware_c@:08:08 Broadcast . .49.2? 192.168.49.1
700138908 \Mware_c0:00:08 Broadcast .168.49.2? 192.168.49.1

Protocol (rep!
Hardware type: Ethernet (1)
Protacol type 888)

Hardware size: 6

Protocol size: 4

Opcode: reply

Sender MAC address: VMware_a7:16:7c (@8:0c:29:
Sender IP addre: 192.168.49.135

Target MAC address: VMware_ed:d4
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Dans ce TP, les adresses MAC sont renseignées de maniére aléatoire. Dans un cas concret, c’est
Uadresse MAC de l'attaquant qui serait renseignée a la place de 'adresse MAC de départ. De
plus, chaque adresse MAC est unique et il estimpossible d’avoir 2 adresses MAC identique dans
un réseau. L'attaquant devra donc d’abord modifier 'adresse MAC du client puis remonter
ensuite au serveur pour finir par le Gateway.

Le Gateway est la cible finale car tout le trafic sur le réseau passe par le Gateway.
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3-Capture de trafic http

On cherche atrouver les informations de connexion d’un formulaire http

Pour cela nous allons nous connecter a un site web vulnérable http://httpbin.org/

Client Linux OCS sudo

Activités ©) Firefox ESR 10 avril 14:21

& T httpbin.org x 4

(¢] O & Nonsécurisé  http://httpbin.org/#/Autk

Auth Auth methods

/basic-auth/{user}/{passwd} Prompts the user for authorization using HTTP Basic Auth.

Parameters

Description

user ol
string

(p
=] 123456
string

(p

Responses Response content type | application/json

curl -X GET "http://httpbin.org/basic-auth/lol/123456" -H "accept: application/jsen"

Analysons ensuite le trafic http pour voir si on retrouve bien nos logins :

Eichier E Vue Aller Capture

dDd0o mBRRE
A hitp

No, Source atic Protocol Length Info
.39985658@ 192.16B.49.135 52.71.108.149 HTTP GET /flasgger_static/swagger-ui.css HTTP/1.1
484435600  192.168.49.135 52.71.108.149 HTTP 415 GET /flasgger_static/swagger-ui-bundle.js HTTP/1.1
.48459210@  192.168.49.135 52.71.108.149 HTTP 412 GET /flasgger_static/lib/jquery.min.js HTTP/1.1
.492628500  192.168.49.135 52.71.108.149 HTTP 426 GET /flasgger_static/swagger-ui-standalone-preset.js HTTP/1.1
.697675380 52.71,188,149 192.168.49.135 HTTP 684 HTTP/1.1 28@ OK (text/css)
978055000  52.71.108.149 192.168.49.135 HTTP 1032 HTTP/1.1 20@ OK (application/javascript)
.999@4258@0 52.71.108.149 192.168.49.135 HTTP 952 HTTP/1.1 200 OK (application/javascript)
.618158%0@ 52.71.108.149 192.168.49.135 HTTP 983 HTTP/1.1 200 OK (application/javascript)
945859480  192.168.49.135 52.71.108.149 HTTP 483 GET /spec.json HTTP/1.1
346750800 52.71.108.149 192.168.49.135 HTTP/].. 193 HTTP/1.1 28@ OK , JSON (application/json)
2 49.135 HTTP 377 [TCP ious nt not T /basic h /1
[ 024 13.375496300 52.6.193 180 12168 45 135 WP Sedhrierlderumamorze T
-~ 2041 20.785249508 192,168,49.135 52.6.193.180 HTTP i /1ol/ 5 /
2043 20.95626970@ 52.6.193.180 192.168.49.135 HTTP/ ..

Request Method: GET 3 101:1234 56
Request URI: /basi.
Request Version: H

Host: httpbin.org\ry

User-Agent: Mozilla

Accept: application

Accept-Language: fr,fr-FR;

10 bytes)

® E Crede (http.2 2 y Pz £ s ) - Perdus : 0 i Default

Les logins apparaissent bien en clair dans le trafic. Le protocole http n’est pas sécurisé. Il faut
utiliser HTTPS afin que ces informations soient chiffrées.
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Un attaquant pourra toujours récupérer ces données, mais elles seront chiffrées et illisibles.

10 avril 2026 n



4-Serveur web local http

On crée un formulaire http avec un serveur web local apache sur une machine virtuelle :

Linux Serveur web mdp : s...

Activités ©) Firefox ESR 10 avril 15:01

(&) Connexion - Serveur Local % aF

« > C QO DO htp//localhost

Connexion

Identifiant :

Entrez votre identifiant

Mot de passe

tre mot de passe

Se connecter

Connectons-nous maintenant depuis notre client qui a été attaqué :

Client Linux OCS sudo
Activités ©) Firefox ESR 10 avril 15:02
3 | [ httpbin.org X Connexion - Serveur Local X = +

« > C QO 8 Non sécurisé  http://192.168.49.142

Connexion

Identifiant :

dylan

Mot de passe

Se connecter
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Lattaquant peut intercepter les informations envoyées par le client au serveur :

kali-linux mdp : kali

Nl Pk orl-

Capturing from ethQ

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AOA® c BEE a«»>n«>HEoeo@lER
aw___ 000000 ==

No. Time Source Destination Protocol Length Info
160 28.179209672 192.168.49.135 192.168.49.142 HTTP 590 POST /traitement-login HTTP/1.1 (application/x-www-form-urlencoded)
12 28.182722284 192.168.49.142 192.168.49.135 HTTP 599 HTTP/1.1 404 Not Found (text/html)

Frame 10: Packet, 59 on wire (4720 bits),
Ethernet II, Src 7: 7c 0:0c:29:a7:16: , Dst: VMwar 3:8d (
Internet Protocol n 4, Si 168 . , Dst: 192.168.49.142
Transmission control Protocol, Src Port: & Dst Port: 80, Seq: 1, Ack: 1,
Hypertext Transfer Protocol

HTML Form URL E : appl ion/x-www- Form-ur lencoded

+ Form item: "log

» Form item: "mdp

e
ing: gzi
te. .Cont

applic
www-form
ded - -con
gth: 19

~ oM~
PO QN
~oomnw

ooo
hePAawrOAD T

@~k

N wN N
N
DU WD D
PR
Y

)
N o

o

6
6

s

6.
® £ Key (urlencoded-form.key), 5 bytes Packets: 41- Displayed: 2 (4.9%! Profile: Default

On retrouve bien le login et le mdp dans le trafic
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5-Serveur web local en HTTPS

Nous allons maintenant sécuriser le serveur web en HTTPS

Pour cela, on installe SSL sur notre serveur et on crée les clés de sécurité ainsi qu’un certificat
auto-signé :

debian@dylan: jvar/www/html Q

debian@dylan: /var/www/html$ sudo a2enmod ssl
[sudo] Mot de passe de debian :
Considering dependency setenvif for ssl:
Module setenvif already enabled
Considering dependency mime for ssl:
Module mime already enabled
Considering dependency socache_shmch for ssl:
Enabling module socache_shmch.
Enabling module ssl.
See /usr/share/doc/apache2/README.Debian.gz on how to configure SSL and create
elf-signed certificates
To activate the new configuration, you need to run:
systemctl restart apachez
debian@dylan:/var/www/html$ sudo systemctl restart apache2
debian@dylan: /var/www/html$ sudo openssl req -x5@9 -nodes -days 365 -newkey rsa
2048 \
-keyout /etc/ssl/private/serveur-local.key \
-out /etc/ssl/certs/serveur-local.crt

On renseigne les nouvelles clés de sécurité dans la configuration SSL :

® debian@dylan: jvarfwww/html Qi = x

1i

this virtual host.

certificate can be c

ated by installing

for more info.

= stored in the sa =, only the

S

SsLcertifi
SSLCertificateFile /etc/ssl/certs/serveur-local.crt
SSLCertificateKeyFile /etc/ssl/private/serveur-local.key

/e 15 needed.

S S L

@l Chercher Couper Exécuter Emplacement

Aide E Ecrire
b Quitter Lire fich.@ Remplacer @l Coller o] Justifier W Aller liane
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On termine en activant le site HTTPS et on relance apache :

debian@dylan: jvarfwww/html Qfl = x

You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:FR
State or Province Name (full name) [Some-State]:
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizaticnal Unit Name (eg, section) []:
Common Name (e.g. server FQDN or YOUR name) []:
Email Address []:
debian@dylan: /var/www/html$
debian@dylan: /var/www/html$ sudo nano /etc/apache2/sites-available/default-ssl.c
onf
debian@dylan:/var/www/html$ sudo aZensite default-ssl.conf
Enabling site default-ssl.
To activate the new configuration, you need to run:
systemctl reload apache2
debian@dylan:/var/www/html$ sudo systemctl reload apache2
debian@dylan: /var/www/html$ I

Notre serveur est maintenant en HTTPS :

Linux Serveur web mdp

Wikipedia

Connexion

Connectons-nous depuis le client et analysons le trafic depuis notre attaquant :

Client Linux 0CS sudo

B @ hipbinarg

« 3 C

Connexion
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Le trafic sur wireshark est désormais en TLS :

Capturing from ethQ

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® s BERB @ « »n «>BEE oo o &
]

No. ime Source Destination Protocol Length Info

.002246024 192. . .168.49. TLSv1i.3 2081 Client Hello
.003623278 . .49. 3 306 Server Hello, Change Cipher Spec, Application Data, Application Data
.811062039 .168.49. 3 130 Change Cipher Spec, Application Data
.011459206 . .49. 3 145 Application Data
.012352892 . .49, 3 727 Application Data
.012771701 5 .49, = 622 Application Data
913181458 5 .49, = 90 Application Data
913876132 ;5 .49, = 90 Application Data
. 707585030 . .49. . .65. .2 93 Application Data
. 707585593 . .49. 2 93 Application Data

803892699 . .65. 2 93 Application Data

.826065089 . .129.91 2 93 Application Data

.385683672 . .49.135 2 100 Application Data

.386010612 . .49.135 2 85 Encrypted Alert

.497109868 . .129.91 2 85 Encrypted Alert

.521774589 . .49.135 3 2081 client Hello

.524389315 . .49.142 3 306 Server Hello, Change Cipher Spec, Application Data, Application Data

NN~ ee e o ol

I
©

4
6
8
9

1e

11

13

16

21

22

25

27

31

33

37

46

48

Frame 4: P, z 16648 bits),
Ethernet II, H c:29:a7:16:7 H
Internet Prot - 49.135 : .168.49.142
Transmission Control Protocol, Sre ; Dst Port: 443, Seq: 1, Ack: 1, Le
[Stream index: @]
8751 5 Record Layer: Handshake Protocol: Glient Hello —— —— —
Content Type: Handsh (22)
Version: TLS 1.0
Length: 2

[ Handshake Protocol: Client Helle

0
11
k 12 1
7a 7 7d 61 62 ba
® E  Transport Layer Security: Protocol Packets: 697 - Displayed: 119 (17.1%) Profile: Default

Les communications sont désormais cryptées. L'attaquant pourra toujours les intercepter mais
il ne pourra pas les utiliser car elles serontillisibles.
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